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Abstract
Building on two articles published in the last two issues of Trusts & Trustees, the author looks back at the last
12 months and considers the timid positive responses in the campaign for a balanced approach to the issue of
transparency. A recent change in the UK tax authorities’ Common Reporting Standard (CRS) guidance is a sign
of things to come. Campaigners should take comfort from a growing number of court decisions reaffirming the
fundamental value of the right to privacy in a democratic society. The same goes for the increasing number of
distress signals sent out by data protection authorities, including an opinion released on 2 February 2017 on the
proportionality of the EU beneficial ownership registers and a letter dated 12 December 2016 to the EU and
the OECD. However, positive cries of ‘I have a dream’ need to be assessed against reality. It will take someone
with the courage to sacrifice their individual privacy in order to assert the right to privacy of society as a whole
before the courts. Fortunately, collective support is on hand, but practitioners need to take a more activist
approach before lives are endangered.

Overview
This article starts with a short description of
the main content of the CRS and the EU rules
concerning public registers on beneficial ownership.
It then considers why public opposition to the idea
of public registers is gaining traction (the European
Data Protection Supervisor (EDPS) has just issued
a damning opinion which comes hot on the heels
of a French decision against public trust registers),
whereas the CRS (which has already entered into
force) appears to be a more difficult beast to tackle.
The article argues that this is down to the
complexity of the CRS and that once the
complexities are peeled off, the underlying issues
are identical.
The author then reflects on the first timid successes
of the CRS campaign (which include a change of
heart by the UK tax authorities) and raises the
question of Brexit and Theresa May’s attitude
towards the European Convention on Human
Rights. Are we heading towards a continental bustup in the area of privacy?

sensitive information about their clients. This
information includes their name, place and date of
birth, tax identification number, the name of their
bank/ branch, account number, account balance and
income, and withdrawals during the fiscal period.
In the case of trusts and foundations, banks have
to look through the structure and report any
‘Controlling Person’ whereas self-reporting trusts
and foundations (ie those trusts and foundations
that satisfy the definition of ‘Reporting Financial
Institution’) will have to report anyone who has an
‘Equity Interest’ in the structure.
The formal definitions of ‘Controlling Persons’
and ‘Equity Interest’ holders contained in the CRS
are almost identical and are based entirely on
antimoney laundering (AML) concepts (basically,
‘if it moves you must report’), rather than on the
existence of an actual tax liability.1 However, the
OECD’s commentary2 embarks on a confusing
analysis concerning discretionary beneficiaries—
basically, no disclosure in the case of self-reporting

Once the complexities are peeled off, the
underlying issues of the CRS and the beneficial
ownership registers are identical. This has
already been recognised by data protection
authorities. It is now time for activists to act on
those concerns
CRS in 30 seconds
Most readers will be familiar with the details of the
CRS. However, here is a brief summary: The CRS
provides for a generalised disclosure of sensitive
information concerning wide categories of persons.
There is no direct link between the CRS definitions
and domestic tax laws. Thus, information exchange
is independent of any actual tax liability.
Under the CRS, banks and other ‘financial
institutions’ (which include most professionally
managed trusts and foundations) have to disclose

trusts and foundations3 and an ‘up to you’ approach
in the case of trusts and foundations that are not
reportable financial institutions.4
Since the publication of the CRS, the OECD has
touched on the status under CRS of protectors,5
Private Trust Companies and even dead settlors.6
However, while the CRS treatment of flying saucers
is still unclear, the initiative has now passed to
national governments, with subtle differences
arising under local legislation and guidance. The
devil, as they say, is in the detail.

Beneficial ownership registers in 20 seconds
The CRS concerns itself with the exchange of data
between tax authorities. In addition, on 20 May
2015 the EU introduced the idea of public registers
listing the beneficial ownership of corporate and
other legal entities, as well as trusts.7 The beneficial
registers provide for access to authorities and the
public. Again, the definitions used are very wide
and this has already met with stark warnings
from data protection authorities. However, the
definition of ‘beneficial owner’ contained in the new
rules is almost identical to the CRS definitions of
‘Controlling Person’ and ‘Equity Interest’ holder
under the CRS, reflecting the AML (rather than tax)
nature of the directive.8
Under the 4th EU AML directive trusts are only
subject to reporting ‘where the trust generates
tax consequences’. In addition, access by the
public at large requires ‘the demonstration of a
public interest’.
The 4th EU AML Directive is yet to be fully
implemented (the deadline is 26 June 2017).
However, following the publication of the Panama
Papers on 3 April 2016, some governments saw an
opportunity to widen the scope of the new rules.
Other governments were wrong-footed, prompting
them into a state of political hyperactivity.

being pursued and ‘a lack of proportionality, with
significant and unnecessary risks for the individual
rights to privacy and data protection’.

A deafening silence
Everyone seems to agree on the shaky legal basis
and perilous nature of the proposed beneficial
ownership registers.
However, there is a deafening silence surrounding
the legality of the CRS. I would go further and
say that there is a supine acceptance everywhere
of the CRS.
Indeed, when I first started my campaign in May
June 2015, people—even those in the highest
echelons of prestigious professional organizations—
told me that I was fighting a lost battle, even a
dangerous battle (because of the risk of being seen
as a defender of tax evaders).
This is baffling, as the CRS and interlinked/
public registers raise the same issues, notably
the proportionality between the public objective
pursued (notably the legitimate fight against tax
evasion) and the right of compliant taxpayers to
preserve a sphere of confidentiality and protect their
data from hacking.

and read like a mathematical formula spanning
several pages (see eg the definition of ‘Active
NFE’).15 Finally, some of the defined terms assume
a different meaning according to whether one is
looking at the Organisation for Economic Cooperation and Development (OECD) Commentary,
the OECD Handbook and/or one of the OECD
published FAQs, leaving practitioners utterly
confused (as well as depressed) and clients exposed
to the risk of wrong reporting.

Cutting across complexities
Essentially, the problem with the CRS is that it
borrows heavily from a piece of US legislation (the
Foreign Accounts Tax Compliance Act) which has
been drafted with complex US tax laws in mind,
thus importing US jargon into European law
and imposing US drafting techniques on hapless
European practitioners and hapless compliance
officers tasked with policing a system and
interpreting jargon they hardly have a chance
of understanding.

The problem could not be simpler
Once one cuts across the drafting complexities of
the CRS, its underlying problem is disarmingly
simple— the CRS requires the exchange of sensitive
personal and financial information to foreign tax
authorities on a generalized basis.

It’s the complexity, stupid!
Following a personal attack in the press on the
then Prime Minister David Cameron,9 the UK
government had strong-armed the CDOTs (Crown
Dependencies and the UK’s Overseas Territories)
into signing Memoranda of Understanding paving
the way for the exchange of beneficial information
on request (within one hour) concerning all sorts of
legal structures (including trusts).10 The following
day, George Osborne wrote a letter on behalf of the
G-511 and addressed to the G-20 and the EU calling
both for the:

collective action on increasing beneficial ownership
transparency’ and ‘the development of a system
of interlinked registries containing full beneficial
ownership information and [a] mandate [to] the
OECD, in cooperation with FATF, to develop common
international standards for these registries and their
interlinking.
Since then, the EU has been locked in negotiations
for the creation of fully public registers that would
also extend to trusts.
However, a French decision dated 21 October 2016
(by which the French Constitutional Council
declared that a public trust register introduced in
2013 violated the legitimate right to privacy of
citizens)12 has thrown the so-called 5th EU AML
Directive into disarray.
The latest shot across the EU’s bow was fired by
the EDPS, who on 2 February 2017 published an
opinion13 in which the EDPS criticized the lack
of clarity on the nature of the public objective

I thought long and hard about the reason for
this dual approach and it finally hit me that the
explanation rests in the complexity of the CRS.
I remember the advice that was given to me by an
experienced lawyer at the beginning of my career.
Faced with a barrage of compelling legal arguments
from the other side in a complex piece of litigation,
and clearly in difficulty, I asked him for advice.
He told me that if I could not make a simple
argument, the way to win the day was to make up
a complex case and bury the other side under a
mountain of paper. (Readers should note that the
principles of disclosure and discovery are unknown
in Switzerland, where it is up to the parties to make
and prove their case.)
That’s it—everyone understands the concept of
‘beneficial ownership’, and anyone who has ever
bought or sold a house or set up a company
understands how a register operates.
Therefore, everyone understands the dangers posed
by a public or interlinked register to the right to
privacy of compliant individuals.
By contrast, the CRS requires one to navigate
through complex definitions, seemingly meaningless
cross-references (‘The term ‘‘Passive NFE’’ means
any NFE that is not an Active NFE’), exceptions
and exceptions to the exception.
There are, in the CRS, 47 defined terms in total.14
Some of these terms are self-explanatory (eg
‘Governmental Entity’), while others are gibberish

As such, the fundamental issues are the same as
those posed by interlinked/public registers.
It was left to data protection bodies to understand
the dangers to the right to privacy and data
protection. The problem was stated in simple
terms in the EDPS’s opinion on the Swiss-EU
CRS Agreement dated 8 July 2015 (ie over one
and half years ago!)16:

The exchange of information on a certain number
of accounts on an annual basis confirms our view
that the information exchange is independent of
the detection of any actual risk of tax evasion,
thus questioning the proportionality of the
measure itself. . . .
Any [such] agreement or future implementing
measure should:

–– ensure proportionality of the data processing,
by making the collection and exchange of tax
information conditional on the effective risk of tax
evasion and by implementing criteria to exempt
low-risk accounts from reporting;
–– limit the purpose of data processing to the pursuit
of a legitimate policy goal and prevent use for
additional purposes without informing data subjects;
–– provide for proper information of the data subjects
(pursuant to Article 10 of the Data Protection
Directive) as to the purpose and modalities of
processing of their financial data, including the
recipients of their data;

–– et forth explicit security and data protection
standards to be complied with by private and
public authorities engaging in the collection and
exchange of tax information (privacy-by-design).
It should also provide for sanctions in case of breach
of such provisions;
–– provide for an explicit retention period applicable
to the tax information exchanged and mandate
for its deletion, once such information is no
longer processed for the purpose of countering
tax evasion.
The EU’s independent data protection working
party (WP29) and the Council of Europe’s
consultative committee on privacy and data
protection issues (T-PD) have issued equally
stark warnings.
The last warning in order of time was issued by
WP29 in a letter to the OECD and the EU dated 12
December 2016 in which the EU’s data protection
experts lamented the lack of attention given by
the OECD and policymakers to privacy and data
protection concerns:

the WP 29 wishes to reiterate its strong concerns
regarding the repercussions on fundamental rights
of mechanisms entailing major data processing and
exchange operations such as those envisaged by
the CRS.
Additional concerns in relation to the security of
massive automatic data processing have been
raised by recent reports in the media of high-profile
cyber attacks.
The WP . . . recalls that the entire range of data
protection principles. . . require full compliance.
Compliance with data protection principles is
moreover important to reduce the risk of negative
court decisions which may jeopardize the anti-evasion
instruments at stake.
In particular the WP29 recommends that the
OECD… ensure that tax evasion is countered
without hampering individuals’ rights.
Nevertheless, the international community did
not take heed of his warnings shot from the EU’s
highest data protection officer, as well as other
data protection bodies.17 This was not because they
were wrong, but because no-one outside the data
protection community seems to have understood the
issue and felt the need to take governments to task.

The problem is that the CRS is already
a reality
Unlike the embattled EU registers on beneficial
ownership, the CRS is already a reality, having
entered into force in the EU18 and across a vast
number of Early Adopters on 1 January 2017.
This means that, unless action is taken swiftly,
sensitive personal and financial information will be
exchanged in summer 2017.

Practical data protection issues
The CRS Commentary states that ‘Confidentiality
of taxpayer information has always been a
fundamental cornerstone of tax systems’ and praises
the ‘culture of care within tax administrations’.19
However, if recent experience is anything to go by,
the OECD statement merely pays lip-service to the
right to privacy.
How could one otherwise explain the revelation
by the Canadian government (just a few days ago)
that the Canadian tax authorities lost a DVD
containing encrypted taxpayer information which
contained the tax information of approximately
28,000 taxpayers?20
It beggars belief that nine years after the UK lost
two CDs containing personal details of 25 million
people, tax authorities21 are still sending data in
the same way. Be that as it may, this latest incident
shows very clearly that tax authorities are not to be
trusted with sensitive data.
Sceptics will also recall 2008, when the outgoing
Italian government released the tax returns
of Italian citizens on the Internet as part of a
crackdown on tax evasion.22

a few). All this exposes the naı¨ve (and dangerous)
nature of the OECD’s idea of a global transparent
world as the answer to the evil of tax evasion.

First tentative successes of CRS campaign
The practical issues mentioned above have not
gone unnoticed in Whitehall. Following an active
campaign which took me to Strasbourg and
Brussels,28 as well as representation from charities,
the UK tax authorities have revised their CRS
guidance,29 accepting that:

in some cases, the activities or background of the
individual [subject to information exchange] may mean
that supplying data to the other jurisdiction will place
them at risk. The types of risks individuals face are
numerous. HMRC recognises that there may be cases
where the threat to individuals as a result of their
information being exchanged may warrant information
being redacted from that transmitted.
The problem with HMRC’s belated admission
and extra-statutory approach is that it covers only
charities. However, the protection of human rights
is a universal principle. The tax authorities know
this. However, they bank on the lack of opposition
to force through the CRS in its current form.

Proportionate solutions – PayPal?
But there are also more sinister incidents that cast a
long shadow on the idea that governments should
receive sensitive personal and financial data
concerning all their citizens.
In the EU:

Poland is under formal investigation by the European
Commission which believes that there is a systemic
threat to the rule of law in Poland with concerns
extending to the protection of the right to privacy23;
Romania showed the level of corruption that
pervades the state machine when the government
tried to pass a law at the beginning of February 2017
that would have protected many politicians from being
prosecuted for corruption.24
––
Outside the EU, corruption appears to be not
only endemic, but also an asset for politicians.
Statements like the one made by David Cameron
about ‘fantastically corrupt countries’ and statistics
showing the level of corruption and cronyism
in countries that have adopted the CRS are well
known.25 In a recent article, The Economist has
tracked ‘the remarkable political success of India’s
accused murderers, blackmailers, thieves and
kidnappers’, suggesting that Indian politicians
who have been charged with or convicted of
serious misdeeds are three times as likely to win
parliamentary seats.26 In another recent article
(published on 6 February) the Financial Times ran
a column entitled ‘Modi’s clean-up of electoral
funding risks leaving bad smell’,27 showing the
systemic risks faced by ordinary and compliant
citizens. The same applies to citizens who live in
CRS countries engulfed by corruption scandals
(eg Argentina, Brazil, China, Russia to name just

The inadequacy of the CRS is evidenced by the
possibility of achieving the same objective of
fighting tax evasion through alternative means
that are more respectful of the right of compliant
citizens to privacy. These alternative systems have
been discussed in other articles and remain viable
alternatives. An idea that was discussed before
the European data protection authorities (where
I appeared as an expert) entailed the creation of
a clearing house funded by governments and the
banking sectors which could be used by financial
institutions for the purpose of calculating and
settling any tax liability without sending personal
data outside the relevant financial institution. This
‘PayPal’ idea is an evolution of the withholding tax
system elaborated by Switzerland under the name of
‘Rubik’. Such a system would centralize compliance
(thus relieving banks from the burden of calculating
taxes for all those clients who opted to maintain
confidentiality) without compromising either
the right to privacy, or data protection. Another
alternative, of course, would be to go back to the
system of tax exchange enshrined under Article
26 of the OECD Model, which was never allowed
to work after countries such as Switzerland
withdrew their reservation to the Article 26 of the
Model Double Tax Convention based on banking
secrecy arguments.

If men were angels
A person once told me that the CRS is only a
problem for those who have something to hide.
The reality could not be more different. It is about
the role of privacy and data protection in the
modern world.

The issue was summarized in the most recent
EJC case30 decided on 21 December 2016
concerning the illegality of data retention laws
enacted by the UK and Sweden as follows
(Attorney General’s opinion):

Possibly, this might also explain the lack of outrage
in the UK when suggestions that the current UK
Prime Minister, Theresa May, might take Britain out
of European Convention on Human Rights once
Brexit is completed keep resurfacing.33

In 1788, James Madison, one of the authors of the
United States Constitution, wrote: ‘If men were
angels, no government would be necessary. If angels
were to govern men, neither external nor internal
controls on government would be necessary. In
framing a government which is to be administered
bymen over men, the great difficulty lies in this:
you must first enable the government to control
the governed; and in the next place oblige it to
control itself. The retention of communications data
enables ‘the government to control the governed’ by
providing the competent authorities with a means of
investigation that may prove useful in fighting serious
crime . . . However, on the other hand, it is imperative
to ‘oblige [the government] to control itself ’, with
respect to both the retention of data and access to
the data retained, given the grave risks engendered
by the existence of databases which encompass all
communications made within the national territory.

Finally, given my continental European background,
the different approach to the issue of privacy might
explain why fellow practitioners in the UK kept
telling me in the past to let this one go, only for me
to keep fighting on.

The impact of Brexit on the privacy debate
In practice, there seems to be not one but two
different concepts of privacy in Europe, neatly
divided along the common law–civil law divide.
This was summarized in a recent report on the UK
Investigatory Powers Bill31:
I think we are right to be concerned that there
are differences in the way our judges look at
these issues. On the retention of DNA . . . for
example, all our judges. . . said that it was fine
to retain indefinitely the data of people who had
been arrested but not charged. Seventeen judges in
Strasbourg to nil took the opposite view, and there
are judges from Germany and countries of Eastern
Europe who had a rather different experience in the
20th century and who are more privacy-minded and
less inclined to tolerate these powers than people
are here. I hope we are not heading for a bust-up
on that, but from the lawyers’ point of view that
remains a major issue.
Thus, it is perhaps not surprising that in a recent
decision on the legality of the Foreign Account
Tax Compliance Act (FATCA) a US court (citing
the US Supreme Court) stated that there is, under
US law ‘no reasonable expectation of privacy’ in
‘information kept in bank records’.32
Less surprising still is that the European Court of
Justice cited the inadequate level of privacy in the
landmark decision of 6 October 2015 by which the
EU’s highest court declared that the existing US–
EU safe harbour arrangement for the exchange of
Internet data between the EU and the US violated
the fundamental right to privacy enshrined under
EU law.

But as the fight over the EU registers of beneficial
ownership intensifies, our paths might finally cross.
What we need now is a pilot case to bring before
the courts. No more waiting. Now is the time for
action to bring the discussion about transparency
and privacy back from the brink.
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